Speech scrambling aims to eliminate intelligibility of original speech in order to preventing eavesdropping and copyright infringement. There is, however, a problem in that completely recovering scrambled speech into the original speech cannot be achieved with conventional methods. In this paper, we propose a speech scrambling method that uses the random-bit-shift of quantization bits with common keys. We evaluated the confidentiality and efficiency of the proposed method by using two objective measures, SER and PESQ. As a result we confirmed that speech signals can be scrambled into completely unintelligible sounds with the proposed method. Moreover, it is possible to restore a scrambled speech signal into the original one completely. In addition, we also confirmed that the scrambled speech signal could not be descrambled correctly with the wrong key.
Introduction
Information protection and the confidentiality of digital content are becoming more important today. With the rapid development of multimedia and Internet technologies, digital speech content is being transmitted over networks more frequently. Therefore, reliable security for the storage and transmission of digital speech contents is required for many areas, such as for preventing eavesdropping and copyright infringement. The speech scrambling method is a method where the sender encrypts digital speech information and only the people who the sender allows can decrypt the scrambled speech signal to use it [1] . It is similar to but not a direct application of normal cryptographic techniques. The method is very important for preventing eavesdropping and copyright infringement.
Two representative speech scrambling methods are reverse scrambling in the frequency domain [2] and time-segment permutation in time-domain scrambling [3] .
Many other speech-scrambling methods for speech coding, such as scrambler using variation in bit-reversal sensitivity [4] and one that focuses on the AMR codec [5] , were proposed. They are effective at speech signal encryption. However, poor voice quality may result and there is a problem in that completely recovering a signal seems unachieved.
In this paper, we propose a speech scrambling method that uses the random-bit shift of quantization with a common key. Since the descrambling process is an inverse operation of the scrambling process. The scrambled speech signal can be completely recovered into the original signal with the proposed method. A common key is used as the seed of pseudorandom number generator to produce a predictable sequence of numbers. Each number is the bit position that should be shifted. The common key could be any nonnegative integer. In addition, in order to be able to completely recover scrambled speech into the original speech, we carry out circular right shift of random bit position operation on each sample. The bit position is shifted equal to the value when it was scrambled by taking advantage of the common key.
PRNG

Random number generator
The Mersenne twister is used as a random number generator [6] , which is the default pseudorandom number generator (PRNG) in Matlab. Mersenne twister is the first PRNG to provide fast generation of high-quality pseudorandom integers that have the colossal period of 2 19937 -1 iterations. The function "rng" in Matlab is used to control the seed of the PRNG (key for scrambler) so that the random number generator can produce a predictable sequence of numbers. In other words, if the key is identical, the sequence of random numbers will always be identical. The length of the sequence of random numbers is equal to the number of samples in a PCM speech signal. Each random number is the shift amount of the bit shift for each sample. Each random number is the shift amount of the bit shift for each sample. 
Random-bit shift
The scrambling and descrambling are done by circular bit shift operation, as illustrated in Fig. 2 . With circular bit shift, the value of the amplitude for a PCM speech signal will be changed. There is, for instance, the binary number (0100110)2 = (38)10. With a circular left bit shift of 3-bit positions, this number will be changed to (0110010)2 = (50)10. In the proposed method, the bit position of circular bit shift operation is based on the sequence of random numbers generated by the pseudorandom number generator. The steps for scrambling by using the proposed method are shown as follows.
(1) A PCM speech signal is expressed as a sequence of binary numbers:
x(m) = (a 0 a 1 a 2 !a n−2 a n−1 ) 2
where m = 0, 1, …, M-1, and M is the number of samples of the signal; n is the quantization bit rate. (3), and the other steps are all the same as in the scrambling process. This is an inverse operation of the scrambling process. If the key used to generating random integers in step (2) is correct, scrambled speech signal can be descrambled into the original one completely.
An example of the proposed method is shown in Fig. 3 . An integer "5" is used as the common key here. Figures  3(a) -(c) show the original speech signal, scrambled speech signal, and the speech signal descrambled from scrambled speech. In Figs. 3(b) and (c), as a result, we can see that the original speech was scrambled into an unintelligible sound signal and the scrambled speech signal was recovered into the original speech signal completely.
Evaluations
The confidentiality and efficiency of the proposed method were evaluated by carrying out two objective measures, signal-to-error ratio (SER) in dB and perceptual evaluation of speech quality (PESQ) with an objective difference grade (ODG). SER shows the error ratio between the target signal and the original signal and is defined by the following equation. A smaller value of SER means a higher error between the target signal and the original signal. When the value is ∞ dB, the result indicates that the target signal is the same as the original signal. PESQ is a standard for objective voice quality testing. It provides scores in the range -0.5 to 4.5 to map the value of mean opinion score (MOS) from 1 (Bad) to 5 (Excellent). 20 stimuli from a database produced by Fujitsu Laboratory were used to evaluate the proposed method. The same sampling frequency of 22.05 kHz and 16-bit resolution were used for all stimuli. Table 1 shows the results of the evaluation. For the scrambled speech signal, the mean value of SER was negative, and the mean value of PESQ was close to 0. As a result, we confirmed that the original speech signal had been completely scrambled by proposed method. In other word the original speech signal was converted into similar white noise, and the linguistic information of the original speech was broken completely. In addition, for the descrambled speech signal, the mean value of SER and PESQ were ∞ dB and 4.5 ODG. The results confirmed that the scrambled speech signal could be completely recovered into the original speech signal. The results were also confirmed with preliminary subjective tests.
In addition, a case of where the scrambled speech is descrambled with the wrong key is shown in Fig. 4(c) . For the scrambled speech, the common key integer "5" was used as the seed of the random number generator. Figure  4 (c) is speech incorrectly descrambled with the wrong key "6". From the waveform we can see that the scrambled speech could not be recovered into the original speech signal. The results of objective evaluation are also shown in Table 1 . We can see there was not much change both in the SER and PESQ. This means that the speech descrambled with the wrong key is still unintelligible.
Discussion
As an additional consideration, we investigated the confidentiality of the proposed method. The random-bit shift is applied to each sample with the proposed method. However, the order of the samples of the scrambled speech is the same as the original one. To improve confidentiality, we try to disrupt the order of samples at random in order to make descrambling by brute force attack more difficult. The amount of calculation needed for an attacker to break the whole scrambled speech signal of n seconds and fs kHz sampling frequency is 16 n×fs for the proposed method. However, by disrupting the order of samples, an adversary has to complete (n×fs)!×16 n×fs tries before they can recover the scrambled speech into the original speech. For a scrambled speech signal of 1 s and at a sampling frequency of 20 kHz, this number is 20000!×16 20000 . This security level appears to be sufficient. Figures 5(a) -(c) show an example of the abovementioned method. Figure 5 (a) is a speech signal with one word. Figure 5(b) is the scrambled speech without the order of samples disrupted and Figure 5(c) is the scrambled speech with the order of samples disrupted. As a result, we can see that the effect of scrambling on the non-speech period was less than the speech period in Fig.  5(b) . The reason is the value of samples in the non-speech period was very small; therefore, the effect of circular bit shift was not that much as well. It is easy to distinguish the speech period and non-speech period from the waveform. However, by disrupting the order of samples, the impact of the scrambling increased, and the scrambled speech was more like Gaussian white noise.
The results of objective evaluation of the improved method with the same stimuli are shown in Table 2 . We can see that the mean value of SER did not change that much, whereas the mean value of PESQ decreased from 0.62 to 0.46. This means that the voice quality deteriorated further, and the original speech was scrambled more deeply. We also confirmed that the scrambled speech signal could still be recovered into the original one.
Conclusion
In this paper, we proposed a speech scrambling method that uses the random-bit shift of quantization bits with a common key. The results of evaluations showed that the original speech signal could be scrambled into an unintelligible audio signal. We also confirmed that the scrambled speech signal could be recovered into the original signal completely. We also discussed improving the confidentiality of the proposed method by disrupting the order of samples. Our future work will be on using the proposed method for not only PCM speech signals but also compressed speech signals like MPEG.
